Examine Evidence Partitions

You are provided four NTFS partitions from a hard drive, each about 100MB in size. One of the partitions
has been defragmented, one used file encryption, and one used secure file deletion; no action has been
taken on the other. Your task is to determine which action (if any) has been applied to each partition.

You will examine each partition using FTK (Imager is sufficient) and the Windows operating system. Your
guidance for determining which actions have been taken on a specific partition are as follows:

Normal (no action):

o files are scattered throughout the partition
e you will see deleted files with content

e you will see data in file slack space
Defragmentation:

o files are stored in contiguous locations
o file slack space is zeroed out

e measurable with native OS tools
Encryption:

o file contents are “jibberish” (very little readable plain text)
e FTK may show a "key" icon

e 0OS may indicate encryption (e.g., "lock" icon)
Secure Wipe:

e deleted files in unallocated space will not contain any readable content

e there will not be any data in file slack space

To examine each of the partitions, perform the following steps until you are confident about which
action was applied to each partition. The partitions for this exercise are raw dumps and are named
partition_blue.dd, partition_green.dd, partition_red.dd, and partition_yellow.dd.

1. Mount partitions (images) in Windows OS:



Run FTK or FTK Imager; select File: Image Mounting with the settings below (your file paths will differ).

Mount lmage To Drive >
—Add Image
Image File:
D: Vones \Projectsubit\UMUCJan 20 17\Project3Yab_partitions\partition_blue.dd ZE}I
Mount Type: IPhysimI & Logical LI
Drive Letter: |Next Available (G:) B2
Mount Method: IEIuck Device [ Read Only LI

Write Cache Folder:
D:Vones\Projectsxhit\UMUC an 201 7Project3\ab_partitions

.
Mount |

—Mapped Image List
Mapped Images:

Drive | Method | Partition | Image

Close

>
nrnounk |

Repeat for all four partitions and you should see each partition show up in the "Mapped Images" portion
of the window (eight entries, one physical and one logical for each partition). When all four images are
mounted, click Close.



Mount lrnage Tao Drive >

— Add Image

Image File:

Mount Type: IF'hysin:aI & Loagical

Drive Letter: [Next Available (K:)

Ll Lef L

Mount Method: IBIn:n:k Device [ Read Only

Write Cache Folder:

o
Mount |

—Mapped Image List
Mapped Images:

Drive | Method | Partition | Image

PhysicalDrives Block Device/Read ...  Image D YVones\Projects khit\UMUC Jan 2017
X Block Device/Read ...  yellow [MTFS] D:'YJones\Projectsxbit\UMUCJan2017\P
PhysicalDrives Block Device/Read ...  Image 0:Vanes\Projectsxbit\UMUC Jan 2017
I: Block Device/Read ... red 0 YVones\Projects whit\UMUC Jan 2017
PhysicalDrived Block Device/Read ...  Image D YVones\Projects khit\UMUC Jan 2017
H: Block Device/Read ...  green D:'YJones\Projectsxbit\UMUCJan2017\P
PhysicalDrive3 Block Device/Read ...  Image 0:Vanes\Projectsxbit\UMUC Jan 2017
G Block Device/Read ...  blue 0 YVones\Projects whit\UMUC Jan 2017
£

Close

>
Inrmaunk |

Examine the mounted partitions and files in Windows Explorer. If files appear to be present but you
can't open them or see the file contents, then encryption is a possibility (confirmed if you see a "lock"
icon over some files, such as image files that can't render the thumbnail):

A A A A

Blue hills.jpg Sunset,jpg Water lilies,jpg Winter.jpg

2. Examine the partitions in FTK

Using FTK or FTK Imager, examine each of the four partitions.



Choose File: Add Evidence Items, then Image File, then Next, browse to the partition image folder, select

the image (dd) file, then select Finish. Repeat for all four partitions and FTK (Imager) should look like

this:
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Look for the following features and characteristics to help determine actions performed on the

partition:

While at the base of each image (i.e., don't start browsing the filesystems yet), search for a file

name on each of the partitions (e.g., "Blue hills", but any file name you saw in Windows Explorer

with a lock icon will work). Be sure to check the Unicode box (see the first screenshot below).

You should find references to the file on all four partitions, but some of the references will have
the characters "$.E.F.S.1" (EFS1 in unicode) about 150 bytes after the filename. This indicates
use of the Microsoft NTFS Encrypted File System, and this partition should be the same one you

found above that suggested encryption.
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Confirm that you have identified the encrypted partition by looking through the filesystem of that
partition and noticing all the key icons (see screenshot below). If so, you've identified which partition
was encrypted, and the encryption implementation used (EFS). Note that other encryption
implementations have different "signatures", some less obvious than others.



[l AccessData FTK Imager 3.4.2.6 = O X
View Mode Help
aag g EBs mi @G OBD[RER
Evidence Tree File List #
: MName | Size | Type Date Modified
=50 Jroot] ] SEFS 1 NTFSLogged .. 3/3/2008 1:38:5..
E,' igidggs 5130 4 NTFS Index All..  3/3/2008 1:38:5..
_____ = SSe:Sre T Blue hillsjpg 22 Regular File 3/3/2008 1:385...
B0 Al Users | | Blue hills,jpg.FileSlack 1 File Slack
- 4 | desktop.ini 1 Regular File 2/7/2008 6:29:1...
-C3) Application Data ] P 9
.{23) Desktop | Sunset.jpg 70 Regular File 3/3/2008 1:38:5...
=3 Documents | | Sunset.jpg.FileSlack 1 File Slack
B3 My Music ] Thumbs.db & Regular File 3/3/2008 1:38:5...
= 1) My Pictures MWaterlilies.jpg 82 Regular File 3/3/2008 1:38:5...
8] Sample Pictures | || water lilies.jpg.FileSlack 1 File Slack
{0 My Videos | Winter jpg 104 Regular File 3/3/2008 1:38:5...
i) DRM || Winter,jpg.FileSlack 1 File Slack
{0 Favorites
-3 Start Menu
--{[3) Templates
-2 Documents and Settings 0030 00 00 00 01 00 00 00-00 10 00 00 08 00 00 00 [0---------------
B3 Microsoft. NET 1010 00 00 00 28 00 00 00-28 00 00 00 01 00 00 00| ----{---{-------
-0 RECYCLER 20|00 00 00 00 00 00 00 00-18 00 00 00 03 00 00 00| - --v--cvomvme--
- 5-1-5-21-1275210071-507921405- 30|00 00 00 00 00 00 00 ao— | eeeaaaa
-3 System Volume Information
[P Tunallarated snacal v
< >
Custom Centent Sources b4
Evidence:File System|Path |File Options
< >
New | | |
Custom Conte...| |Cursor pos =0
partition_green.dd/green/[root]/All Users/Documents/My Pictures/Sample Pictures NUM

3. Find the defragmented partition

Using the Windows command line, check the fragmentation level of the three remaining partitions (the
fourth is the encrypted partition).

C:\> defrag X: /a

where X is the drive letter of the partition you're checking (see the drive letters in
Windows Explorer) and /a means just analyze the partitions (don't actually defragment
them).

You should find one partition with 0% fragmentation and two partitions with 2% fragmentation.
The partition with 0% fragmentation is the one that has been defragmented.

4. Find the secure delete partition

Secure delete tools overwrite deleted content so that it cannot be recovered (normally we find useful
data from deleted files in the unallocated portions of media).



Using FTK (Imager), examine the entries in the [unallocated space] of the two remaining partitions. If a
secure delete tool has been used, the entries in unallocated space will contain only random data and
INDX records (from the filesystem; readable but not containing actual deleted file content). If the entries
in unallocated space contain readable data from deleted files, then those files were not securely
deleted.

For example, this executable file (note the MZ at the start of the file and readable text) was not securely

deleted:

[ AccessData FTK Imager 3426 - o X
Fle View Mode Help
adscaGUBac-mu R0 2@,
£ partion bluzdd Name Size | Type Date Moiifed
=8 ble 104783 Unallocated Space
g D] Unallocated Space
@ Eu“nua‘\llocated spce] DMEZM 10,369 Unallocated Space
- petomngeencs ] oa7ns0 3650 Unallocated Space
ok gen [ oos27 431 Unallocated Space
© 83 fooben] (o5 34 Unallocated Space
&5 ool L maz 24 Unallocated Space
i.{3) [nallocated space] DOESWSZ 163 Unallocated Space
- pariion_ed.od 104438 2 Unallocated Space
EE R [ 104308 16 Unallocated Space
@ [orphan] DOE‘JSDW 1 Unallocated Space
30 oot
@ [unallocated space]
B g partition_yellow.dd
als yelow INTFS]
-3 [omhan]
@[mm] 0000000 | 4D 5A 90 00 03 00 00 00-04 00 00 00 FF FF 00 00 (MZ B A "
i-ﬁ[uﬂa\lucatadspace] 0000010 B8 00 00 00 00 00 00 00-40 00 00 00 00 00 00 00, - Boooeee
0000020 |00 00 00 00 0O 0O 00 00-00 00 00 00 00 0O 00 00 EEEREER
Properties % 000003000 00 00 00 00 00 00 00-00 00 00 00 FQ 00 00 00 e 6 -
0000040 |0E 1F BR OE 00 B4 09 CD-21 B8 01 4C CD 21 54 68| -°--"-I!, LI!Th
0000050 |69 73 20 70 72 €F &7 72-61 €D 20 €3 €1 6E 6E 6F |is program canno
0000060 |74 20 62 65 20 72 75 6E-20 69 €E 20 44 4F 53 20|t be run in DOS
8 0000070 | 6D €F €4 €5 2E OD 0D 0A-24 00 00 00 00 00 00 00 (mode.---§-------
Name 0000080 |4C 75 E4 7D 08 14 BA 2E-08 14 A 2E 08 14 BR 2E|Lud}---.---.---.
Fie Class 0000090 |1B 1C E3 2E 09 14 8& 2E-0D 18 D7 2E (R 14 B8R 2E|--&.---.- oo
00000a0 | 0D 18 &5 2E OC 14 BA 2E-0D 18 DS 2E Q7 14 BR 2E|---.---.--0.---.
File Size 00000b0 |1B 1C D7 2€ OR 14 BA 2E-GB 1C D7 2E QL 14 BR 2E|--%.---. - %o,
00000c0 |08 14 8B 2E 72 14 8A 2E-0D 18 ER 2E 00 14 B8R 2E|---.r--.--&.---.
0000040 |E4 1F D4 2E 09 14 BA 2E-0D 18 DO 2E 09 14 8 2E|&-0.---.-B.---.
00000e0 |52 63 63 68 08 14 BA 2E-00 00 00 00 00 00 00 00 |Rich---.--------
0000020 |50 45 00 00 4C 01 04 00-D& &E €2 47 00 00 00 00|BE--L---OnbE----
0000100 |00 00 00 00 EO 00 OF 01-0B 01 07 R 00 40 00 00| ----&--------f--
0000110 |00 E0 52 00 00 00 00 00-7C 46 00 00 00 10 00 00| -&R-----IF -
0000120 |00 S0 00 00 00 00 40 00-00 10 00 00 00 10 00 00| -B----@
000013004 00 00 00 00 00 00 00-04 00 00 00 00 00 00 00 v
Properties G Conte. ‘ tuvsm pos =0; dus = 104793; log sec = 104793
partition_red.dd/red/[unalocated space]/104793 ’_"W”_‘ Y

and this file was securely deleted:



[ BccessDista FTK Imager 3426 - 0 ¥
Fle View Mode Help
eatog AHBa-m Bl 090 wRE T,

[Cvidence Tree X 5
-6} partion bue.dd Neme | sae | Iype | Uate Modted | A
O bue [ 13 7861 Unallacated Spare
Ll
Iy T 279 Unallocated Space
H g M]I o space] | | 162003 2524 Unallocated Space
@ et " || ps0815 2449 Unallocated Space
| omTTs 2292 Unallocated Space
B8 gem u
& ] J 1717 1,578 Unallacated Space
B0 feat] || 08191 1240 Unallocated Space
=9 Lnalocaied space] | |mgsa2 1,087 Unallucated Spave
-l pestion el J 1747 105  Unallocated Space
O rd J oz 18 Unallocated Space
12 lophan] | 171003 T Unallacated Spare
U
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=) radocated apace] | | 082513 @ Unallocated Spoce
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2 brphen] - =
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) nalocated space] 000010 EE B2 F4 62 26 &1 &1 FC-DF 20 BA 79 2F 1F 37 73 =-8b--dad *y/-Ta
000020 4F €E 37 OF 35 3B AZ 56-67 Ad SE €5 04 93 3C A3 (n7-5;eVguee- &
Droperties 000030 30 99 72 AT IF BL 2F B7-11 CE 02 D 1D F1 ES G2 |0-r§7&/--- -Gtk

100040 |AF B6 1F 84 C5 83 4B 92-T6 48 14 12 F9 30 02 0A @
100050 B2 EF Ef 6F OB 23 D3 38-68 16 AS D7 BC 91 FD 4E -Ito-#0%h¥s- -l
000060 13 FA 62 3 BB 45 CD 40-5C F0 05 BC E3 TR CF 90 -ihfsEIT\8 4al.
100UT0 | 33 49 00 EO 39 22 36 3E-F3 07 SE 22 78 38 TE 64 3L-497VDExA"uEed
000080 | 56 61 11 E4 B6 91 91 17-8C F1 10 28 93 €5 7€ 0C Va 81 4 (&)
000030 B2 BA 5C RO 1C 90 DO 43-13 38 OF 9D 75 34 10 &8 *°\ -+

100020 |EC 2A 27 16 B4 04 06 C0-30 7B 33 C1 1€ 22 C7 07 @
000060 F4 DA B7 OF 03 30 6F 58-2B DO C6 40 CF EA 02 &0
100UCD |ED 49 KD U6 4A T2 4C 6¥-SE 3C EU EC AT 43 A4 A4 118-JrLo-<8-§CHH
0000d0 €A A2 EE 23 6C 77 C4 D4-3K €0 EE £6 55 47 AL A4 jed)luld °i
0000e0 %9 E4 75 EB CB B4 BC 97-3F 01 10 1F 78 09 04 OC| -BuBE'%-2---{-
0000£0 | 7A AD F4 15 81 DA 73 22-B7 BO C7 €D 26 5C CF g

100100 FX FA F1 86 B3 OF T8 SC-AF 6B 40 F7 FY ) 46 38 A4A.1.w\TWTpATRR

000110 0A B3 D0 FC FA FA 32 43-D9 CC 7E 0§ €9 75 05 B3| -*pldidachi-Gfu-

000120 BL 4E §3 55 2F 2 57 SA-AF DB 0F 16 B1 61 5E B7 4NcU-bWI w--4a*-

00013000 46 A2 9A 06 55 30 BC-55 32 C0 BS A AT FC 94 BFe - -U=502hwisi- v

Properties | H | i Cursar pos = 0 dus = 188243 log sec = 183243
partition_yelow.dd/yelow [NTF5)/[unalocated space]/188243 :E:

5. The remaining partition is the one on which no actions were taken.

Based on your analysis above, identify which action (defragmented, encrypted, secure delete, no action)
was applied to each partition. Include your process and results in your writeup.

partition_blue.dd:

partition_green.dd:

partition_red.dd:

partition_yellow.dd:
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